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In modern robotic systems, scalable, flexible, and robust software architectures are critical for enabling efficient
collaboration and computation across distributed hardware. This paper introduces DLS2, a truly distributed
robot-centric software architecture designed for complex, highly dynamic robots. Unlike conventional middle-
ware, the DLS2 architecture natively integrates dynamic distribution of processing, containerized microservices,
seamless application migration, and real-time performance constraints without relying on centralized orchestra-
tion. DLS2 manages different abstractions of the robotic stack by defining a structured, omnipresent layer-based
organization. Through a formal architectural case study and a qualitative comparison with state-of-the-art frame-
works, the structural advantages of this design paradigm are highlighted, particularly in terms of fault tolerance,
modularity, and resource isolation. This research lays the foundational framework for future advancements in
distributed robotic systems, offering an alternative design reference for resilient multi-robot environments. The

DLS2 code can be found at https://github.com/iit-DLSLab/dls2-barebone

1. Introduction

The software development for highly dynamic robots, such as
quadrupeds and humanoids, is becoming increasingly complex. For ex-
ample, it is generally infeasible to deploy all software components on
a single computational platform and expect it to simultaneously sup-
port high-frequency control loops and computationally intensive state-
estimation algorithms. The field is therefore increasingly forced to adopt
more sophisticated solutions that incorporate soft and hard guarantees,
distributed systems, modular development practices, and related design
principles. However, distributing complexity across the system imposes
stringent requirements on both the software architecture and the de-
velopment process. Unless these requirements are integrated within a
robust and coherent foundation, the reliability of the entire system is
compromised. Ultimately, how these requirements are specified and en-
forced fundamentally determines whether the robotic system operates
correctly or fails.

Nowadays, the vast majority of the robotics community naturally
adopts ROS 2 as the foundational framework for software development.
It has become the de facto standard due to several factors, most notably
its extensive ecosystem of ready-to-use tools and packages. To illustrate
this paper’s foundational motivation, users who have attempted to guar-
antee strict real-time performance across a distributed ROS 2 network
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know that achieving such behavior is rarely a plug-and-play experience,
as reported in [1-3]. Getting that deterministic behavior usually means
diving deep into DDS (Data Distribution Service) configurations and re-
quiring extensive system-level tuning. In particular, the official ROS 2
documentation notes that appropriate QoS (Quality of Service) profiles
are required to meet deadlines in real-time computing systems [4]. Fur-
thermore, relying too much on node-specific or partly centralized ar-
chitectures can introduce data bottlenecks. In dynamic environments,
fault recovery under such constraints can become a major engineering
challenge.

That is exactly why DLS2 was proposed. It is a way to address
the requirements of software architecture and development for han-
dling a complex system in highly dynamic robots. At its core, DLS2 is
a microcomponent-based architecture composed of containerized mi-
croservices, combined with “omnipresent functional layers”, to dynam-
ically meet computational requirements such as software robustness,
real-time constraints, load balancing, etc. The DLS2 proposal provides
a way to maintain high-level architectural flexibility without sacrificing
the low-level, real-time performance that legged robots absolutely de-
mand. An illustration of these core concepts, and how they interact to
provide true distributed system capabilities, is shown in Fig. 1.

This manuscript does not present a large-scale empirical bench-
marking study; rather, it serves as a foundational case study of the
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Fig. 1. Concepts in the software architecture.

architectural choices behind DLS2. Shifting to a new system solution
with a fundamental rethink of software design requires, first, a formal
documentation of these concepts. The goal with this paper is to estab-
lish DLS2 as a design reference, offering the community an alternative
paradigm for robot software engineering. Comprehensive empirical re-
sults, such as extensive stress tests, real-time guarantees, congestion
handling, and long-term hardware deployments, are currently the sub-
ject of ongoing research.
Given this context, the core contributions of this work are:

e Conceptualizing “omnipresent layers” that organize the software
based on how the code behaves at runtime, rather than where it
physically sits on the robot.

¢ Building a native split between real-time and best-effort tasks so that

critical control loops never get starved for resources.

Designing an architecture that completely drops centralized coordi-

nation, favoring horizontal scalability and much better fault toler-

ance.

The remainder of this paper is organized as follows: Section 2 pro-
vides a review of related work, framing DLS2 relative to other robotic
framework solutions and situating it within the broader literature. Sec-
tion 3 breaks down the actual architecture, its core concepts, and maps
it to a real application. Section 4 shows the current development stage
of the platform. Section 5 grounds everything with a practical example:
running the MUSE state estimator [5]. Finally, Section 6 summarizes the
proposal’s conclusions and outlines the next steps for the architecture.

2. Related work

Contextualizing the architectural decisions behind DLS2 requires
examining the historical evolution of robotic software and the persis-
tent bottlenecks that continue to challenge the field. Rigid, hardware-
bound implementations characterized early robotic control systems.
This monolithic approach severely limited code reusability and scalabil-
ity, ultimately forcing a necessary paradigm shift [6,7]. Consequently,
the engineering community gravitated toward component-based designs
and the adoption of standardized middleware [6,8-13].

Foundational frameworks such as Player/Stage [14], CARMEN [15],
and YARP [16,17], along with contemporaneous platforms such as

Orca [18] and Urbi [19], played instrumental roles in this transition.
Furthermore, proprietary and hardware-centric environments, includ-
ing Microsoft RDS [20], ARIA [21], and NaoQi [22], contributed sig-
nificantly to standardizing hardware abstraction and human-robot in-
teraction interfaces, albeit within closed ecosystems. Collectively, these
systems introduced critical modularity and abstracted low-level device
communication, effectively establishing the baseline for modern frame-
work development.

To provide a structured taxonomic overview of this technological
evolution, Table 1 categorizes these foundational and contemporary
software platforms by their primary programming languages, underly-
ing middleware protocols, specific research focuses, and current devel-
opmental statuses. This historical progression highlights a clear trend
away from rigid, single-robot control interfaces and toward decentral-
ized middleware networks capable of handling heterogeneous hardware
topologies.

2.1. The ROS 2 ecosystem

Presently, the Robot Operating System (ROS) operates as the de facto
standard for robotic software engineering [24]. Its widespread adoption
is largely due to its resolution of legacy architectural bottlenecks, no-
tably by eliminating the centralized master node in ROS 1 [23] in favor
of a decentralized, per-node parameter model. The possibility of choos-
ing different types of communication middleware, initially through in-
tegration with the Data Distribution Service (DDS) standard, was a par-
ticularly critical advancement, providing the underlying infrastructure
for real-time (RT) communication, a domain requirement that the ROS
community has actively prioritized since 2016.

Despite these capabilities, engineering a highly deterministic, multi-
node robotic system exclusively within ROS 2 frequently demands sub-
stantial manual intervention and deep system-level tuning [1,3,25]. Al-
though expert engineering teams can successfully configure DDS Qual-
ity of Service (QoS) profiles and kernel parameters to satisfy strict real-
time constraints, this process introduces significant boilerplate effort.
DLS2 does not seek to replace ROS 2. Rather, it is introduced as an al-
ternative solution that can operate alongside ROS 2 while preserving
interoperability through bridges, thereby enabling coexistence. This ar-
chitectural divergence is rooted in a distinct design philosophy: DLS2 is



D. Wildgrube Bertol et al.

Table 1

Comparison of robotic software platforms.
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Platform

Language

Middleware

Focus area

Status

Player/Stage [14]

C, C+ +, Python, Java

Custom (TCP/IP)

Multi-robot systems, 2D sims

Education, simulation
Distributed systems
SLAM, navigation

Event-driven programming
Communication, modularity

Adept robot control
HRI, interaction

> 0O» 00000

MS RDS [20] C#, Visual Basic .NET

Orca [18] C+ +, Python, Java Ice

CARMEN [15] C Custom

Urbi [19] URBI, C+ +, Python YARP

YARP [16] C+ +, Python, Java YARP

ARIA [21] C+ + Custom

NaoQi [22] Python, C+ +, JS Custom

ROS 1 [23] C+ +, Python, Lisp XML-RPC/ ROSComm
ROS 2 [24] C+ +, Python, Java DDS

Modularity, distributed systems A
Real-time, scalability, cross-platform A

Legend: A - Active; D - Discontinued; *proprietary; **deprecated.

built to offer real-time determinism and strict computational resource
isolation as native, omnipresent structural guarantees, avoiding the need
for extensive user-driven configuration.

2.2. Model-driven engineering and predictability

As robotic platforms transition from controlled laboratory envi-
ronments to highly dynamic, unpredictable real-world settings, purely
code-centric development paradigms are proving increasingly inade-
quate. Achieving reliability requires a methodological shift towards
Model-Driven Engineering (MDE) [26-30]. MDE methodologies empha-
size the creation of abstract, structured models before deployment, en-
suring that software components exhibit predictable behavior before ex-
ecution. A central tenet of this approach involves the rigorous modeling
of non-functional properties.

Research by Vicente-Chicote et al. [31], for example, has highlighted
the efficacy of leveraging QoS metrics to estimate and constrain system
behavior during the design phase. The DLS2 architecture aligns closely
with these MDE principles by focusing not only on QoS configurations.
By implementing abstract “omnipresent layers” and explicitly segregat-
ing real-time and best-effort execution pathways, the system inherently
enforces predictable execution bounds. This structural approach ensures
that timing constraints are met by design, rather than relying on empir-
ical, post-compilation fixes.

2.3. Distributed architectures and the supervisor alternative

The realization of truly distributed architectures, in which the sys-
tem operates without any central orchestrator, remains a very active re-
search frontier, especially as computational demands extend to the edge
and the cloud [32-36]. Contemporary literature features several promis-
ing efforts in this direction. The CORAL architecture [37], for instance,
presents a robust structural framework for managing distributed robotic
deployments. While such solutions offer sophisticated distributed man-
agement capabilities, DLS2 introduces a distinct methodology for gov-
erning global system behavior.

Rather than centralizing coordination logic or designating a singular
supervisory node, DLS2 decentralizes behavioral orchestration entirely.
The framework implements a distributed, automata-based supervisor
[38], where complex state transitions, such as initiating a safe emer-
gency shutdown or transferring control authority between modules, are
governed by formal rules implemented as local automata embedded in
individual processes, such as hardware drivers and estimators. This lo-
calized decision-making paradigm eliminates centralized points of fail-
ure. Consequently, the architecture possesses the innate capacity to dy-
namically migrate containerized microcomponents across the network
of hardware in response to node congestion or localized hardware degra-
dation, maintaining operational continuity. This distributed supervision
is one of the main and most complex architectural paradigms proposed
in this work, due to the interdisciplinarity required to make it a reality;

that is, it requires knowledge of distributed systems, control of discrete-
event systems, software and hardware engineering, etc.

2.4. Monitoring

Intelligent high-level decision-making relies on continuous monitor-
ing of representative indicators that capture the health status of the
robotic system. Within a coordinated orchestration framework, runtime
monitoring is a key enabler of resilience, providing the information
needed to detect anomalies and respond to unexpected events. Existing
approaches have primarily focused on two complementary aspects: pro-
cess monitoring, including node lifecycle management, real-time com-
pliance, and hardware resource utilization [24]; and communication
monitoring, addressing data synchronization, latency, and consistency
of exchanged information [3,39]. Over the last decade, considerable ef-
fort has been devoted to improving the robustness of software execu-
tion on real robotic platforms. Proposed solutions range from standalone
monitoring modules that can be integrated into ROS-based systems [40]
to complete frameworks that incorporate supervision capabilities as a
core architectural feature [41].

Within the ROS ecosystem, ROSMon [42] extends the standard in-
frastructure with process-level observability and resource monitoring
capabilities. While effective in supervising node execution and resource
usage, it lacks a system-wide health model and does not address data in-
tegrity or communication consistency. Conversely, the ROS Diagnostics
Stack [43] provides a distributed health-reporting and aggregation in-
frastructure that enables subsystem-level monitoring. However, it does
not include integrated lifecycle management, process supervision, or ad-
vanced timing verification mechanisms.

When considering frameworks that natively incorporate monitoring
capabilities, Orocos RTT [44] is among the strongest foundations for
execution supervision. It provides a rigorous real-time execution model
with explicit component lifecycles and extensive runtime introspection,
though it lacks a unified system health-management layer.

A more comprehensive approach is offered by the NASA Core Flight
System (cFS) [45], which provides dedicated application-level monitor-
ing and platform health management mechanisms. However, its focus
on data quality and synchronization is limited, and its complexity makes
integration into lightweight robotic architectures challenging.

Similarly, the automotive-oriented AUTOSAR Adaptive platform
[46] provides explicit process-state supervision, along with mechanisms
for deadline, alive, and logical monitoring, making it particularly suit-
able for safety-critical distributed systems. Nevertheless, like cFS, it is
highly domain-specific and introduces significant integration complex-
ity.

Overall, ROS-based solutions are lightweight and easy to integrate.
Still, they typically address only specific aspects of system supervision
and do not provide a unified framework capable of jointly managing
lifecycle coordination, process and hardware health, resource utiliza-
tion, and communication quality. In contrast, frameworks that natively
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Fig. 2. System overview diagram.

incorporate monitoring capabilities offer a more comprehensive foun-
dation for system supervision, but are often complex, highly domain-
specific, and difficult to integrate into existing robotic architectures. As
a result, no existing solution simultaneously combines ease of deploy-
ment, process-level monitoring, data-quality supervision, and scalable
health management.

In this context, DLS2 is proposed as a general-purpose software
framework that provides decentralized process-level health monitoring,
covering resource utilization, data quality, and data synchronization, as
well as machine-level monitoring of overall computational load.

3. The architecture

This section presents DLS2, a truly distributed, robot-centric soft-
ware architecture that organizes computation across multiple hardware
nodes without a central coordinator. The design goals are modularity,
scalability, predictable real-time behavior, and operational resilience in
dynamic environments.

3.1. Definitions and design premises

In DLS2, a “node” is the virtual abstraction of a physical processing
unit (e.g.,an embedded controller, an onboard computer, or an opera-
tor workstation). Nodes are bound to their respective hardware and do
not migrate across devices. An “application” is a deployable software
unit packaged for execution (e.g.,a controller, estimator, or service).
Applications may move between nodes at runtime, subject to resource
and policy constraints. A “layer” is a system-wide functional stratum
(e.g., control, estimation) that groups applications with similar roles and
runtime properties (real-time or best-effort). Layers are omnipresent;
they exist conceptually across the entire system and become active on
any node that has the required capabilities to host them.

3.2. Distributed node model

At the highest level, DLS2 is composed of a set of heterogeneous
nodes (blue box in Fig. 2) interconnected by a real-time-capable commu-
nication substrate. Each node is equipped with a set of tools to manage
both local configurations and behaviors, as well as to interface with the
framework. This set, represented by the maestro in Fig. 2, provides core

functionalities for achieving distributed behavior, including discovery,
information sharing, local monitoring, and recovery from anomalies.

DLS2 differs from decentralized arrangements by distributing both
decision-making and computation across all nodes, without a privileged
coordinator. This distributed nature enables horizontal scalability (by
attaching additional hardware to form new nodes) and improves fault
tolerance (by replicating critical applications and state). Task placement
is dynamic: a node may offload or accept applications to balance load,
reduce latency to sensors/actuators, or recover from failures. While ap-
plications can be moved, nodes themselves remain attached to their
hardware, preserving an explicit mapping between physical resources
and their virtual representations.

This distributed node architecture offers several key benefits. It en-
hances scalability by allowing the system to handle increased workloads
through horizontal scaling. However, unlike other systems that may add
virtual nodes or scale in software, DLS2 requires adding new hardware
to increase the number of nodes. Fault tolerance is improved because
replicating data and processes across multiple nodes ensures that the
failure of a single node does not disrupt the entire system, maintaining
continuous operation. Resource sharing is optimized, enabling efficient
use of hardware, software, and data across the network, resulting in
greater cost-effectiveness and improved performance.

The native distributed concept of the system is a key contribution
of this architecture. Compared to other solutions already developed,
DLS2 effectively implements this distributed node approach, ensuring
that all nodes collaborate and perform tasks in a fully distributed man-
ner, thereby enhancing scalability, fault tolerance, and efficiency.

3.3. Layered approach

The layered approach in DLS2 defines a logical, system-wide abstrac-
tion for organizing functionality across a distributed robotic architec-
ture. Unlike conventional frameworks, where components are often tied
to specific nodes or centralized coordinators, DLS2 layers are conceptual
domains that span the entire system. They are not physical partitions
but functional groupings that can be instantiated on any node with suf-
ficient resources. In Fig. 3, the layers as perceived by the virtual system
are illustrated as a single entity, distinct from the reality in which they
are composed of an undefined number of processes distributed across
different nodes.
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Fig. 3. Layers in the architecture.

This design introduces several advantages:

e Separation of Concerns: Each layer encapsulates a distinct functional
domain-such as control, estimation, or logging-simplifying complex-
ity and improving maintainability.

e Omnipresence and Uniformity: Layers exist globally. Any node can

host applications from any layer, ensuring consistent behavior and

shared knowledge across the system.

Scalability and Adaptability: Because layers are abstract, new layers

can be introduced or existing ones merged without disrupting the

architecture, supporting evolution as requirements change.

e Real-Time Awareness: Layers are classified by execution require-
ments (real-time or best-effort), enabling deterministic scheduling
and resource isolation for critical tasks.

This approach differs fundamentally from traditional robotic frame-
works such as ROS or YARP, where functionality is often distributed but
not omnipresent. In those systems, nodes typically host predefined roles,
and adding new capabilities usually requires explicit configuration or
centralized coordination. In contrast, DLS2 layers are system-wide and
dynamic, allowing any capable node to assume responsibilities without
manual reassignment or dependency on a master node.

For example, consider the control layer, which manages all con-
trollers across the system. Instead of being confined to a single robot
or computer, this layer is available on every node with adequate com-
putational resources. If a controller fails on one node, another node can
seamlessly instantiate a redundant controller, maintaining operational
stability without human intervention. This redundancy and flexibility
are critical for fault tolerance in multi-robot environments. This idea of
omnipresence could be seen in Fig. 4, where the control layer is com-
posed of 3 parts (inside all 3 nodes). Additionally, in Fig. 4, redundancy
can be observed in the controllers ctrl1 and ctrl2, which are present
in more than one node, ensuring fault robustness.

By adopting this layered abstraction, DLS2 achieves a uniform, dis-
tributed architecture that supports real-time responsiveness, modular-
ity, and resilience, essential characteristics for next-generation robotic
systems operating in dynamic and unpredictable conditions.

3.4. Supervisor: behavior and coordination

The Supervisor in DLS2 is a distributed mechanism for managing
high-level system behaviors through automata-based modeling. Unlike
traditional frameworks that rely on centralized or single supervisory
processes, the Supervisor in DLS2 is neither a layer nor a unique process.
Instead, it is implemented as a distributed automaton, composed of lo-
cal behavioral definitions embedded within each process (e.g., hardware
drivers, controllers, estimation modules). These local definitions collec-
tively form the global system behavior through coordination, following
principles of distributed automata and formal language theory.

This design enables the Supervisor to enforce structured execution
across the architecture without introducing a single point of failure.
Each node contributes its own state-transition rules, which are dynami-
cally combined to govern system-wide operations, such as initialization,
safe controller switching, and emergency handling. By leveraging dis-
tributed automata concepts, the Supervisor ensures predictable transi-
tions between operational states while maintaining scalability and fault
tolerance.

The innovation lies in its ability to compose global behaviors from
local specifications, in contrast to conventional robotic frameworks
(e.g.,ROS-based systems) that typically implement supervisory logic
as centralized or node-specific scripts. This approach integrates tacit
knowledge, allowing operational sequences-such as when to switch con-
trollers or halt operations-to be encoded as formal rules distributed
throughout the system.

From a theoretical perspective, this mechanism draws on the founda-
tions of distributed automata and grammar systems, which model com-
putation as a set of cooperating components that generate or accept a
language under defined protocols (e.g., t-mode, *-mode, k-step modes).
These models provide the formal basis for expressing distributed behav-
iors and coordination in complex systems [38].

By adopting this paradigm, DLS2 achieves a robust supervisory
layer without centralization, ensuring that the system remains reliable,
responsive, and adaptable under dynamic conditions. This capability
is critical for distributed robotic architectures operating in real-time,
safety-critical environments.

3.5. Microservices and containerization

DLS2 uses a microservice-based architecture, combined with con-
tainerization, to standardize application deployment, isolation, and ver-
sioning across heterogeneous nodes. Each application is encapsulated
in a container, ensuring reproducibility and control for supervisors
while eliminating inconsistencies caused by platform variations. This
approach introduces several critical capabilities:

e It guarantees reproducibility and maintainability by encapsulating
dependencies and runtime environments, simplifying version con-
trol, and ensuring deterministic behavior during deployment.

¢ It enables dynamic application migration between nodes to optimize
resource utilization, reduce latency by moving closer to sensors or
actuators, and recover from failures without manual intervention.
Migration policies are coordinated by the Supervisor, allowing adap-
tive system behavior.

o It supports heterogeneity by isolating dependencies within contain-
ers, facilitating interoperability across diverse hardware and operat-
ing systems.
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A lightweight runtime on each node manages the lifecycle of con-
tainerized applications, including start, stop, update, health monitoring,
and placement decisions based on system policies. Unlike traditional
monolithic deployments, which bind applications to specific hardware
and require extensive manual configuration for updates or scaling, con-
tainerization provides portability, fault isolation, and rapid redeploy-
ment. These capabilities are essential for distributed robotic systems
operating under real-time constraints and dynamic workloads, ensuring
modularity, scalability, and resilience in control for supervisors.

3.6. Communication model

DLS2 implements a communication layer designed for scalability,
determinism, and interoperability in distributed robotic systems. Inter-
and intra-node communication combines publish-subscribe for time-
series data streams and request-response for transactional interactions.
A DDS-class messaging substrate underpins this layer, providing auto-
matic discovery, low-latency delivery, and configurable Quality of Ser-
vice (QoS) parameters, including reliability, history depth, and resource
limits. Asynchronous messaging decouples producers and consumers,
reducing blocking and improving responsiveness, while fault-tolerant
data synchronization ensures consistency of replicated state across
nodes.

Unlike traditional frameworks, the communication layer in DLS2 is
agnostic to hosted applications and exposes uniform interfaces to all
architectural layers. A distinctive feature is the use of multiple DDS do-
mains based on the message’s nature rather than the robot’s identity.
For example, control signals, sensor data, and reference trajectories are
grouped in one domain, while service requests and logging messages
reside in separate domains. This segmentation prevents congestion in a
single domain and improves determinism under high-load conditions. In
contrast to ROS2, where domains typically define a robot or deployment
setup, DLS2 domains define message semantics and can be shared across
multiple robots within the same infrastructure, enabling collaborative,
resource-efficient communication.

This architecture supports dynamic node discovery, allowing new
nodes to join or leave without major reconfiguration, and main-
tains real-time responsiveness even under variable network condi-
tions. By combining QoS-driven DDS communication with domain-
based segregation, DLS2 achieves predictable performance, scalability,
and robustness-capabilities essential for distributed robotic systems op-
erating in dynamic environments.

3.7. Real-time behavior

Real-time characteristics in DLS2 are treated as first-class design con-
cerns and explicitly integrated into the architecture. Layers are cate-
gorized according to execution requirements: real-time (RT) for time-
critical tasks and best-effort (BE) for non-critical operations. Control and
portions of the Hardware and Estimation layers operate under RT con-
straints, while the Service, Console, and Log layers typically follow BE
semantics. This separation of concerns ensures predictable scheduling
and resource isolation, enabling efficient resource management.

RT applications declare priorities, CPU affinity, and timing parame-
ters based on node capabilities, leveraging RTOS kernels or, where avail-
able, Linux with PREEMPT RT extensions. The runtime enforces these
policies by reserving cores and time budgets for RT workloads, prevent-
ing interference from BE tasks. Deterministic I/O paths are maintained
by minimizing data copies and context switches, and by preallocating
memory for control loops to eliminate allocation jitter. End-to-end dead-
lines are explicitly modeled: applications specify periods and deadlines,
and the runtime validates feasibility before placement while continu-
ously monitoring latency budgets during execution.

Communication QoS profiles are tuned for RT requirements. DDS
topics carrying control signals or sensor streams utilize configurations
optimized for bounded latency, such as best-effort delivery for freshest-
only data or reliable transmission with limited history, as necessary. BE
channels prioritize throughput over determinism. Fault handling under
RT constraints is coordinated by the Supervisor, which enforces time-
bounded failover policies. In the event of controller failure or missed
deadlines, predefined transitions activate redundant controllers or initi-
ate safe-stop behaviors within guaranteed reaction times.

To complement these mechanisms, a real-time evaluation tool is be-
ing developed. This tool validates configuration conformance against
RT policies and reports measurable metrics-including jitter, latency, and
deadline miss ratios-without requiring the user to have deep real-time
expertise. Together, these features provide a robust foundation for pre-
dictable, resilient operation in distributed robotic systems.

3.8. Scalability and modularity

Scalability and modularity are foundational principles of DLS2, en-
abling the architecture to grow and adapt without compromising pre-
dictability or resilience. The system scales horizontally by attaching new
hardware units, each of which forms a node that joins the network
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through dynamic discovery and advertises its capabilities. This mech-
anism supports seamless integration and reintegration of nodes, ensur-
ing that the system can expand or recover gracefully under changing
operational conditions.

To maintain robustness, DLS2 employs replication of critical applica-
tions and state, eliminating single points of failure and enhancing fault
tolerance. A distributed task allocation strategy optimizes application
placement based on compute capacity, memory availability, network
proximity, and timing constraints, while preserving real-time isolation
for critical paths. Resource sharing across nodes further enhances ef-
ficiency, enabling dynamic workload balancing without compromising
determinism.

Modularity complements scalability by structuring the architecture
into loosely coupled components that can be reused, replaced, or ex-
tended independently. This design minimizes integration overhead and
accelerates adaptation to new hardware platforms, algorithms, or ap-
plication domains. In contrast to monolithic or centralized frameworks,
where scaling often requires extensive reconfiguration and introduces
bottlenecks, DLS2’s modular and distributed approach ensures that com-
plexity does not grow disproportionately with system size. However,
achieving these benefits depends on disciplined engineering practices,
including configuration management, monitoring, and well-defined op-
erational policies; without these, distribution can increase complexity
rather than robustness.

By combining horizontal scalability with modularity, DLS2 estab-
lishes a flexible and fault-tolerant foundation for next-generation robotic
systems, capable of supporting heterogeneous platforms and dynamic
workloads in real-world environments.

3.9. Interoperability and integration

To facilitate adoption and coexistence with established ecosystems,
DLS2 incorporates interface bridges that expose standardized commu-
nication protocols and mediate interactions with external frameworks
and robotic platforms. These bridges enable gradual integration and
support mixed deployments, allowing legacy components or third-party
software to operate alongside DLS2 without compromising its architec-
tural principles of layering, isolation, and QoS enforcement. By abstract-
ing protocol differences and encapsulating translation logic, the bridges
preserve modularity and maintain deterministic behavior for real-time
paths while accommodating heterogeneous environments.

This approach addresses a critical challenge in distributed robotics:
leveraging existing investments in software and hardware while transi-
tioning to more scalable and resilient architectures. Unlike monolithic
systems, which often require complete rewrites or rigid coupling, DLS2’s
interoperability layer promotes incremental migration, reuse of proven
components, and cross-framework collaboration. These capabilities are
essential for research and industrial contexts where diverse platforms
coexist, and operational continuity is paramount.

3.10. Summary of the architecture proposal

The architectural proposal detailed throughout Section 3 introduces
a truly decentralized, robot-centric environment optimized for highly
dynamic platforms. By dropping centralized coordination in favor of
a true distributed model, the framework natively achieves horizontal
scalability, application migration, and strong fault tolerance. These ca-
pabilities are reinforced by organizing runtime tasks into system-wide
omnipresent functional layers that strictly isolate hard real-time control
loops from best-effort workflows.

The design paradigms that distinguish this framework from state-of-
the-art alternatives are systematically compiled in Table 2. As outlined
in the referenced table, features such as automata-based distributed su-
pervision, containerized microservice isolation, and semantic QoS mes-
saging abstractions represent native structural guarantees within the
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system. Together, these unified mechanisms provide a robust, modu-
lar blueprint that ensures predictable execution bounds across hetero-
geneous hardware topologies.

4. Current stage of development

The implementation of DLS2 is progressing incrementally, translat-
ing its architectural principles as distribution, real-time awareness, mod-
ularity, and platform independence, into operational software compo-
nents. Development milestones are organized per architectural layer and
subsystem, enabling iterative validation and controlled evolution. Each
architectural element has been addressed through targeted development
efforts, resulting in a system that is both operational and extensible. This
modular approach ensures flexibility, scalability, and maintainability.

The current implementation includes the following capabilities:

¢ Distributed Node Architecture: A node management subsystem ab-
stracts each hardware unit as a node and supports dynamic applica-
tion placement, coordinated lifecycle management, and comprehen-
sive health monitoring at both the device and process levels, includ-
ing execution status, real-time compliance, resource utilization, and
data integrity and synchronization checks.

e Omnipresent Layers: Functional domains (Hardware, Control, Esti-
mation, Service, Console, Log) are instantiated on any capable node,
with explicit classification into real-time (RT) or best-effort (BE) ex-
ecution contexts.

¢ Controller Layer: Orchestrates multiple controllers, and aggregates
control signals under deterministic scheduling constraints.

¢ Distributed Supervisor: Local automata embedded within pro-
cesses (e.g., drivers, estimators, controllers) compose global behav-
ior, enabling safe initialization and controlled switching.

¢ Containerization Runtime: Packages applications with dependen-
cies to ensure reproducible deployment across heterogeneous nodes
and enable migration under policy constraints.

¢ QoS-Aware Communication: A DDS-class messaging substrate pro-
vides publish-subscribe and request-response semantics with config-
urable QoS, semantic domain segregation, and automatic discovery.

¢ Real-Time Conformance Tooling: Preliminary tooling validates
configuration against RT policies (e.g.,latency budgets, jitter
bounds, deadline miss ratios) and reports metrics to guide placement
and scheduling.

e Console and Logging: Operator-facing tools provide diagnostics,
structured logs, and runtime introspection of processes and topics.
¢ Dynamic Discovery and Interoperability: Nodes can join or leave
with minimal reconfiguration; interface bridges expose standardized
protocols to integrate selected third-party components while preserv-

ing isolation and QoS guarantees.

e Plugin Architecture: External libraries can be attached as plugins,
promoting reuse and framework independence.

Table 3 summarizes how architectural concepts have been instanti-
ated in practice, and Table 4 provides descriptions of each implemented
component.

These components form a functional baseline of the architecture and
have been validated in internal testbeds for discovery, orchestration,
and RT/BE isolation under representative loads.

The current implementation of the DDS standard is based on [47].
From an implementation standpoint, the vast majority of the frame-
work’s features and tools are developed in C+ +. However, Python-
based processes are also integrated through a dedicated binding that ex-
ploits the proposed plugin architecture. This solution preserves real-time
guarantees and ensures consistent node lifecycle management across
programming languages, while enabling rapid prototyping and devel-
opment by leveraging the extensive Python library ecosystem.

Ongoing work focuses on: (i) refining placement policies with end-to-
end deadline modeling; (ii) expanding Supervisor rule sets for broader
operational scenarios; (iii) extending interoperability bridges; and (iv)



D. Wildgrube Bertol et al.

Table 2
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Comparison of architectural capabilities across robotic software frameworks.

Architectural Capability Legacy (e.g., YARP) ROS1 ROS2 CORAL  DLS2 (Proposed)
Fully Distributed & Coordinated Topology X X 4 X v
Omnipresent Functional Layering X X X X v
Automata-Based Distributed Supervision X X X X v
Containerized Microservice Isolation X X X v v
Semantic QoS Messaging Abstraction X X X X v
Native Real-Time & Best-Effort Segregation X X X X v
Dynamic Placement & Resource Scaling X X X ~ v
Multi-Framework Coexistence & Interoperability v X v ~ v

Key: v = Natively Supported; x = Not Supported / Requires Custom Implementation; ~ = Partially Supported

Table 3
Mapping of DLS2 architectural concepts to implemented components.

Architectural Concept Implemented Component

Distributed Node Architecture
Layered Architecture

Control Layer

Supervisor

Microservice Architecture
Communication Framework
Real-Time System

System Monitoring

Node Management System
Hardware, Control, Estimation, Service, Console, Log
Controller Manager
Automata-based Supervisor
Containerization System
DDS Messaging System
Real-Time Evaluation Tool
Console and Logging Tools
Scalability Dynamic Node Discovery
Interoperability Interface Bridges

Code Modularity & Independence Plugin Architecture

hardening monitoring and recovery paths. As DLS2 evolves, components
will continue to be validated against increasingly complex distributed
configurations while preserving architectural invariants of omnipresent
layers, fault isolation, and real-time determinism.

The DLS2 code can be found at https://github.com/iit-DLSLab/
dls2-barebone.

5. Use case

The DLS2 framework has been employed to manage real-time com-
munication between the robot’s sensors, the MUSE state estimator de-
scribed in [5], and the MPC controller of [48]. In this section, MUSE
is used as a representative use case to demonstrate the effectiveness of
the DLS2 framework in supporting complex, real-time robotic software
systems. MUSE is a state estimator for quadruped robots that fuses mul-
tiple sensor modalities to achieve robust and accurate state estimation.
The layered architecture of DLS2 ensures that components with distinct
functional and timing requirements, such as control modules, estimation
processes, and user interfaces, are logically grouped and independently
managed, allowing flexible deployment across computational nodes.

The modular, layered design of DLS2 supports distributed deploy-
ment, enabling components to run across multiple nodes with minimal
configuration overhead. This architecture facilitates resource optimiza-
tion and system robustness, as computational processes can be dynam-
ically relocated to balance system load or provide redundancy in the
event of node failure. The schematic of the DLS2 software architecture
shown in Fig. 3 highlights the framework’s principal layers. The Control
Layer handles modules requiring real-time scheduling and low-level
hardware access. It governs resource-intensive processes such as robot
controllers, ensuring minimal latency and fail-safe execution. The Esti-
mation Layer manages signal acquisition, state estimation, and sensor
data processing. It provides robust and accurate data integration from
multiple sources, which is essential for making informed and reliable
decisions. The MUSE state estimator is integrated within this layer. The
Service Layer provides middleware services, including communication
management, resource allocation, and distributed coordination among
components. The Logging and Console Layers manage non-critical op-

erations such as diagnostics, user interfaces, and data logging, ensuring
usability without affecting performance-critical processes.

5.1. Integration of MUSE into DLS2

MUSE [5] has been seamlessly integrated into the DLS2 framework
as a collection of modular plugins. Each module of MUSE follows DLS2’s
standardized plugin structure, ensuring consistent interfaces and pre-
dictable real-time behavior. This integration leverages DLS2’s container-
ized and distributed runtime to enable efficient, low-latency communi-
cation between MUSE modules and other components in the control
and estimation pipelines. It is important to clarify the scope of this use
case. MUSE integration does not aim to provide a complete system-level
benchmark of the architecture, but rather to validate the functional in-
tegration of a complex state-estimation pipeline within the DLS2 pro-
gramming model.

Each module in MUSE operates as an independent plugin that re-
trieves input data, executes its core computational logic, and publishes
outputs to the rest of the system. Specifically, each plugin contains three
fundamental functions:

1. read_inputs() which gathers required data such as sensor readings
or intermediate data from other modules.

2. run() which executes the module’s core estimation algorithm.

3. publish_outputs(): which makes the computed results available to
other modules or layers.

A complete evaluation of DLS2’s distributed capabilities requires ad-
ditional system-level stress tests. In particular, future experiments will
consider node failures, artificial congestion of selected compute nodes,
runtime migration of estimation and control components, activation of
redundant modules, and quantitative measurements of latency, jitter,
deadline-miss ratio, and failover time. These experiments will enable as-
sessment of whether DLS2 can preserve the execution bounds of critical
routines while redistributing software resources across heterogeneous
compute nodes. Such evaluations are part of the ongoing development
roadmap and will be reported in future work.

5.2. Modules in MUSE

The MUSE estimator is organized into two main groups of estimation
modules. The low-level estimation modules process raw sensor infor-
mation and perform preliminary computations that provide the funda-
mental physical quantities required by higher-level estimators. In con-
trast, the high-level estimation modules integrate and refine these out-
puts, combining multiple sensing modalities to generate consistent and
drift-corrected state estimates. Together, these two groups establish a
hierarchical estimation pipeline that balances real-time responsiveness
with global accuracy.

The low-level modules include:

¢ Contact Detection which uses joint-state readings from encoders to
determine which legs are in contact with the ground, essential for
stability and locomotion control.
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Table 4
Descriptions of implemented components.
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Component Description

Node Management System
Omnipresent Layers
Controller Manager
Automata-based Supervisor
Containerization System
DDS Messaging System
Real-Time Evaluation Tool
Console and Logging Tools
Dynamic Node Discovery
Interface Bridges

Plugin Architecture

Treats each hardware unit as a node; supports application migration and load balancing.
Functional domains instantiated on any capable node; classified as RT or BE.
Orchestrates multiple controllers; enables redundancy and control-signal gathering.
Composes global behavior from local state machines; ensures safe initialization and failover.
Packages apps with dependencies; ensures reproducible deployment and migration.
Provides pub/sub and request-response with QoS; semantic domain segregation.

Verifies RT compliance (latency, jitter, deadlines).

Operator interface, and runtime diagnostics.

Nodes join/leave with minimal reconfiguration.

Protocol adapters for external frameworks; preserves isolation and QoS.

Attaches external libraries as plugins; promotes reuse and independence.
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Fig. 5. Dynamic management of DLS2 modules. CO stands for Camera Odometry, LiD-O is LIDAR Odometry, AE for Attitude Estimation, CD Contact Detection, SD
is Slip Detection, and finally, LO is Leg Odometry. The left panel shows a configuration with all modules active. In the right panel, the camera-odometry and slip-
detection modules are deactivated. This capability enables the online reconfiguration of the system to accommodate changes in sensor availability or environmental

conditions. Figure adapted from [49].

e Attitude Estimation which processes Inertial Measurements Unit
(IMU) accelerometer and gyroscope data to compute robot orienta-
tion and angular velocity, providing fundamental attitude informa-
tion for navigation.

Leg Odometry which estimates robot motion from leg-joint kinemat-
ics, using inputs from the contact-detection and attitude-estimation
modules, encoders, and IMU.

Slip Detection which identifies slip events by comparing expected
and measured leg motions, using data from the contact-detection and
joint-state modules.

The high-level modules comprise:

Camera Odometry which employs visual data to estimate the
robot’s position and orientation in space.

LiDAR Odometry: which uses 3D spatial data from LiDAR sensors
to refine positional accuracy.

Sensor Fusion: This is the main module. It combines data from mul-
tiple sources, contact detection, attitude estimation, leg odometry,
and optionally slip detection, camera, and LiDAR odometry, to pro-
duce a robust and accurate estimate of the robot’s full state (pose
and velocity).

Each plugin can be dynamically activated or deactivated during op-
eration, enabling on-the-fly configuration based on the task or available
sensors. For instance, visual odometry can be turned off in low-light en-
vironments and replaced with LiDAR-based estimation. An example of
this is shown in Fig. 5. The modular structure simplifies experimentation
with new algorithms or sensors without affecting the rest of the system.

Operating within DLS2’s distributed, real-time scheduling environ-
ment, MUSE achieves an average execution time of approximately
0.05 ms per plugin run(). This frequency ensures real-time feedback to
the robot’s locomotion controller while maintaining strict timing guar-

antees. By isolating computational tasks within independent plugins and
integrating them into the distributed DLS2 execution model, the com-
bined DLS2-MUSE system provides a functional validation of the pro-
posed modular and layered organization. While this integration supports
future scalability and fault tolerance, a comprehensive quantitative as-
sessment of these properties requires dedicated stress tests that simulate
node congestion, component migration, and failure-recovery scenarios.

The reported execution time of approximately 0.05 ms per plugin
run() characterizes the computational cost of the individual MUSE mod-
ules under the current implementation. It should not be interpreted as
direct evidence that DLS2, by itself, improves the estimator’s execution
time. The contribution of DLS2 in this use case is instead related to the
architectural organization of MUSE into independent plugins, their inte-
gration within the Estimation Layer, their compatibility with real-time
scheduling policies, and their ability to be activated or deactivated ac-
cording to sensing conditions and task requirements.

5.3. Ongoing deployment and development status across robotic platforms

While Section 5 focuses on a use case of the DLS2 framework, it is
important to clarify the current development status of the overall archi-
tecture and its ongoing validation on real robotic platforms. DLS2 is still
under active development, but several components are functional and
already being utilized in real systems. At this stage, deployments serve as
iterative validation steps that guide the architecture’s evolution rather
than as finalized demonstrations of performance.

DLS2 is currently being tested on a range of legged robotic plat-
forms, including the hydraulic quadrupeds HyQ and HyQ-Real, and on
the commercial quadrupeds Unitree Gol, Go2, and B2, as well as the G1
humanoid, and on HyQ-Real2 in preliminary experiments. These plat-
forms are used to evaluate different aspects of the architecture-such as
distributed real-time control, multi-node estimation, communication se-
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mantics, and robustness of layer abstractions-under diverse hardware
constraints and operational conditions. These tests provide essential
feedback for refining the distributed node model, tuning QoS profiles,
validating the Supervisor’s behavior, and maturing the microcomponent
deployment workflow.

The DLS2 code can be found at https://github.com/iit-DLSLab/
dls2-barebone.

6. Conclusion and future works

The development of DLS2 represents a significant step toward true
distribution in robotic software architectures. By eliminating central
points of failure and enabling applications to migrate dynamically across
nodes, DLS2 enhances system flexibility, scalability, and fault toler-
ance. The architecture effectively manages complex robotic operations
while ensuring real-time responsiveness through a structured layering
approach and microservice-based design. Our findings highlight the fea-
sibility of implementing true distributed robotic systems, addressing key
challenges in computational load balancing, fault recovery, and inter-
operability. Future work will optimize system performance, integrate
advanced Al-driven decision-making, and further validate DLS2 in real-
world robotic applications. The insights gained from this research con-
tribute to the ongoing evolution of autonomous robotic frameworks, of-
fering a robust foundation for next-generation distributed robotics.

Future work will focus on a complete system-level experimental eval-
uation of DLS2 under representative distributed operating conditions.
Dedicated stress tests will be designed to quantify robustness, scalability,
flexibility, and real-time responsiveness beyond the partial validations
presented in this work. These tests will include artificial congestion of
selected compute nodes, node failure and recovery scenarios, activation
of redundant components, and runtime migration of software resources
across heterogeneous hardware nodes. The evaluation will measure la-
tency, jitter, deadline-miss ratio, failover time, and the architecture’s
ability to preserve the execution bounds of critical routines under de-
graded or dynamically changing computational conditions.
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